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Eduardo Snape (Prof. Snape)

Entusiasta de la tecnologia, comunidades y el aprendizaje
colaborativo.

26 anos de experiencia profesional

Director de Tecnologia para un despacho legal

Director de la Fundacion Comunidad DOJO

Instructor técnico y docente universitario

Miembro del equipo organizador de las comunidades
BSides Panama, Hackthebox Panama , Owasp Panama,
Azure User Group y Asesor de WOSEC Panama
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Contactos

1 Web: www.comunidaddojo.org

A Correo: Info@comunidaddojo.org
O  youtube:https://www.youtube.com/fundacioncomunidaddojo oN\UNlbqo
d  twitter:@comunidaddojo
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Sheila I. Pérez de Avila

« Ingeniera en Sistemas Telematicos

- Magister en Gerencia de Sistemas y Seguridad
Informatica

- +15 afios de experiencia en Tecnologia

\UNJ,
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Embajador - Fundacién Comunidad Dojo
Do

y) Women of Security — Chapter Panama

ﬂﬂ www.linkedin.com/in/sheilapavila @ @sheilaperez.avila @SheilaPerez_A / @heroine911
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;. Por qué?; Quée tiene una OSFL que ?Pﬂd,o

interese a un cibercriminal?

Datos de donantes, .
voluntarios, colaboradores Dinero Atalcar a SUS
(personales, médicos) $$$ directivos
Erradicar la . Para afectar
causa Dan? operaciones
Reputacional (Grants)

Para llegar a Por ser vulnerable \
otros \



Russian hacking team The Dukes targeting NGOs and
think tanks after Trump victory

John Biggs =ic 5:53 AM EST » Novamber 14,2018 0 «

According to Internet security team Volexity has detected an active spear-phishing effort by Russian hacker
groups including Cozy Bear and the Dukes. The targeted phishing emails feature subject lines like “The
“Shocking™ Truth About Election Rigging” and a false “FYI" from the Clinton Foundation.

You can read about the efforis on Volexity's own site and KrebsOnSecurity.

“Volexity observed five different attack waves with a heavy foecus on U.S.-based think tanks and non-
governmential organizations (NGOs),” the company wrote. “These e-mails came from a mix of attacker created
Google Gmail accounts and what appears to be compromised e-mail accounts at Harvard's Faculty of Arts and
Sciences (FAS). These e-mails were sent in large quantities to different individuals across many crganizafions
and individuals focusing in national security, defense, international affairs, public policy, and European and Asian
studies. Two of the attacks purported fo be messages forwarded on from the Clinton Foundation giving insight
and perhaps a postmortem analysis into the elections.”
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Chinese Cyber-Espionage Group Targeted NGOs
for Years

By Ionut Arghire on January 08, 2020

A cyber-espionage group supposedly linked to the Chinese government is targeting non-
governmental organizations (NGOs) in South and East Asia, Secureworks has revealed.

Referred to as BRONZE PRESIDENT, the group may have been active since at least 2014, also
targeting political and law enforcement organizations and using both proprietary and publicly
available tools to monitor the activity of targeted organizations, discredit their work, or
steal their intellectual property.

The hackers use custom batch scripts to collect either specific file types or all files from a
targeted NGO's systems, as well as credentials from high-privilege network accounts and
sensitive accounts, including social media and webmail.

Evidence suggests the group has been targeting political and law enforcement organizations
in countries such as Mongolia and India. The hackers appear interested in national security,
humanitarian, and law enforcement organizations in East, South, and Southeast Asia,
Secureworks says.

BRONZE PRESIDENT targets NGOs that conduct research on issues relevant to China, the
group’s infrastructure is linked to entities in China, a subset of the group’s operational
infrastructure is linked to China-based Internet service providers, and the hackers leverage
tools such as PlugX, which have historically been used by Chinese threat groups.
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COVID-19 brings wave of cyberattacks
against NGOs r@ D n G
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By Rebecca Root

"
(Y U GR B 14 [s IS W HO said it is experiencing double the normal amount of cyberattacks as

of difference, scammers “take advantage of the COVID-1g emergency” by sending fraudulent
email and WhatsApp messages in an attempt “to steal money or sensitive
information.” It issued staffers advice on how to prevent security breaches,
which included double-checking email addresses and links. verifving any
suspicious communication with WHO directly, and not opening email

Northwestern

GLOBAL HEALTH .
Sohool of Professional Studies attachments from the agency that were not requested.

While Catholic Relief Services hasn’t
n peamy= seen an increase in attacks, Vice COVID-19 —a timeline of the
RELATED JOBS President and Chief Information caronavirns outhroak

Individual Consultant: Nutrition Ofﬂcer KI:H‘I Lowe said the Follow the latest de'-'elopmen?: on the
£ . :\' — 4 i ¥ y 7 1 jer fo i 5 eciz . - . . . 2 - 23 v L ae
.BELF%ST_ orthern_lreland Aid groups say they are coming underan ) In _.rrnat‘on Systems Specialist organization has similarly issued ichts cobsnaTiAR Ahab caase COVITE;
increased number of cyberattacks as they try to work through the disruption of (National) 3 22 .
: updated advice for staff. He said that

COVID-1o. .

District Health Information System cybersecunt_\' requires a three-
NGO leaders said attackers are hoping to benefit from money intended for the Officer pronged approach covering people, processes. and technology — and that
pandemic response and capitalize on weaknesses caused by the disruption. " people are typically the weakest link, especially when overwhelmed or

Capacity Building and Collaboration  dictracted, as might currently be the case.
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“Los atacantes se aprovechan del miedo, la confusion y el estrés

que experimentan las personas durante la pandemia.”
-Michael Boeglin, CIO, Mercy Corps
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World's Biggest Data Breaches & Hacks

selected events over 30,000 records
IPDATED Jan 2021
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https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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cUtiliza MFA?

OO‘AUNID%
MFA es un método de autenticacion electronica que debemos ingresar

ademas de la contraseia para obtener acceso a un sitio web o aplicacion.
Por ejemplo: un cédigo, la huella digital, un token.
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;--have i been pwned?

Check if you have an account that has been compromised in a data breach

|emai| address

pwned? ‘

@ Generate secure, unique passwords for every account  Leam more at 1Password,comm

359 7,840,611,051 92,918 113,365,224
pwned websites pwned accounts pastes

paste accounts

https://haveibeenpwned.com/
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https://haveibeenpwned.com/
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Estadistica de ataques por contrasefias Eapktagl
Stolen or Weak Social Attacks Credential-Stealing
Passwords Social attacks, such as Software

phishing, accounted for

81% 43% 51%

of breaches leveraged of attacks that resulted of data breaches involved
either stolen and/or in a data breach. some form of credential-
weak passwords. stealing malware.

https://teamciso.com/2020/05/password-attacks-and-how-to-manage-them.html



https://teamciso.com/2020/05/password-attacks-and-how-to-manage-them.html
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La contraseina no es suficiente

e Al menos 65% de las personas utilizan la misma contrasena en varios sitios.

e Un 13% utiliza la misma contrasena en sus cuentas de redes y dispositivos.

e ElI 80% de las brechas de seguridad son causadas por password
comprometidos.

e Las contrasenas comprometidas son responsables del 81% de los ataques
de hacking.

e Un 49% de los colaboradores afnade solo un digito o cambian un caracter
cuando requieren cambio de contrasenfa.

Il!.mlr‘.-
B
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The Most Popular Passwords

Around the World

& Most popular passwords appearing in leaks 2019/2020

change from

2020 previous year
i 123456" 0
2. picture1 new
3, password 0
4. 111111 +7
2 123123 +7 -
6. senha™ new
P qwerty 0
8. abc123* + 65

* or variation ** Portuguese for password
Source: North Pass

@O

2019
123456"

test]
password
zinch
g_czechout
asdf
gwerty

iloveyou

statista %a
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kaspersk
@ o A https://password.kaspersky.com/

(AR AN R L L RN @

@ Nice password!

+ Your password is hack-resistant.

« Your password does not appear in any databases of leaked passwords

0L I N

LAY @comunidaddojo
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LastPass«+«|Zwn

How secure is your password?

Seeif your password is strong enough to keep you safe. This
tool runs locally. No data is sent data over the internet.

Enter a password.

This ool s for personaltesting purposas anly. Nothing you enter is sentor recorded anywhere.

https://lastpass.com/howsecure.php



https://password.kaspersky.com/
https://lastpass.com/howsecure.php

e o B My LastPass Vault

€ 2 C | @ LogMein, inc [US] hie

A All Items

LastPass «««|

All Items

Favorites (11) v

amazoncom

Amazon

facebook

Facebook
!

NETFLIX

Netflix

Q_ search my vault

amazon
N7 istant video

Amazon

Google

Google

4= slack

Slack

Business & Productivity (2)

% GoToMeeting

GoToMeeting

© Grasshopper

Grasshopper
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n name@example.com w

Premium User

Sort By: Folder (a-z) v

£ Dropbox @ cvernor
Dropbox Evernote
Hulu
Home WIFi

Add New Folder
verizon’
Verizon
.
Add Secure Note B

=3 06
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Motivacion, técnicas y tacticas @O60
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ACTORES MOTIVACION

Cibercriminales $$$

iIdeolégicas

-

y e

-

¥
-




;.Como los atacan?

@
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Malware PhIShlng

UNID,
M %4

Ransomware
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La plaga del secuestro informatico mediante
‘ransomware’

Otras dos ciudades de Estados Unidos aceptan pagar un rescate tras un ataque que ha dejado
inutilizados todos sus sistemas

00 OCIE

Monto del pago: 526.914 euros

Riviera Beach y Lake City o°“‘i”"' 4o
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Your Computers Files have been Fnorypted and Lockad! @ComunidaddOjO

Your files have been encrypted anc are unuseabls and Inaccessable
Don'twarry, hay're safe_for now

This s unfortunate although for 8 small fee all of your Files will be
returned to Siew onginal location as if nothing aver happened.
Swmply pav the rec mar' fee stated on this form and foflow the instruchions
Once the paymen has been received your Files will be retumed 1o norma
Not paying the Unlock Fee to the supplied Bitcoin Adcrass before the Time
runs out means joss of all Files permenantly

The ondy payment accepted is Bitcoin. §you dont xnowwhat Bitcoin is
Mere are instruchons on rcm to obtam Bitcoin and pay the Fae

Time Remaining 10 Days or 14377 Minutes Just press the How 1 Works™ Buflon below 1o leam how Bitcoin works

This software checks tha Bitcoin Network for the exact paymert amount
on the Bitcom addrass provided. Once the amount 5 confirmed by chc king
Unlock Fee 0.35733 BTC\ 150 USD “"Confim Payment” your flies will be retumed 1o their onginal locabons

Removing this software causes parmanent less of your files!

Files Locked This software is the only way to get your files back!

Payment Address . oy OMUNlD
)

System Status Locked

Fevew Locked Fles

riow & Works | How to Fay Urdock Fee Chedk Payment Status
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Garmin pago millones de dolares por obtener @) £ 10
la clave de descifrado del ransomware @comunidaddojo
WastedLocker

SOLAR INTENSITY

Last 6 Howrs




RANSOMWARE como servicio de Suscripcion

Stampado

* Threat actor: The rainmaker and others

* Characteristics:
* Has a worm-like spreading functionality.
*  Will re-encrypt already encrypted files (other ransomwares)

. Stam(]:)ado encrypts files using AES (Advanced Encryption
Standard) and a Symmetric key encryption algorithm (which uses
same key for encryption and decryption) with key length of 256.

* Price: $39
* Market: Alphabay market (currently down)
* Exploit kit: sundown-pirate and RIG
* 10C’s:
*  %AppData%\scvhost.exe
*  %AppData%\<Hexdecimalname>
*  %AppData%\<Hexdecimalname>
* [DrivePath]\myDisk\drivers.exe

« <filepath>/<encryptedname>.locked

o HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run", "Windows Update'
%AppData%\scvhost.exe

L= QR =~ me Jf oo B o= Qs )

Il NN EOE OOm W 0T

A e e ]

8" 8*

50 = -

Also Encrypts files
already encrypted

by other
Ransomwares
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Deletes random

file each 6 hours

and all files after
96 hours

Figure 1: Starhpado overall activity diagram
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@ NHS Warns of New COVID-19 Vaccine-Related Phishing
Campaigns

by David Bisson on February 1,2021

The United Kingdom’s National Health Service (NHS) warned that scammers are in the process of sending out fake COVID-19
vaccine invitations. On January 25, Urology Cancer Research & Education (UCARE) Oxford reached out to the NHS on Twitter and

shared an image of one such fake invitation that it had received.

The Makeup of a Recent COVID-19 Scam Invitation

The scam email arrived with the subject line “NHSVaccination,” and it used stolen branding in an attempt to trick the recipients
into thinking that the email was legitimate. In its body, the attack message informed the recipient that the NHS was in the process
of “performing selections for coronavirus vaccination on the basis of family genetics and medical history.”

It then informed the recipient that they had been selected to receive the vaccine, at which point it instructed them to either
accept or decline their invitation to receive the vaccine by clicking on one of two corresponding embedded links:
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Phishing

NHS

Test and Trace

This is a public health message from NHS

As part of the government's coordinated response to Coronavirus,
NHS is performing selections for coronavirus vaccination on the
basis of family genetics and medical history. .

You have been selected to receive a coronavirus vaccination.

Use this service to confirm/reject your coronavirus (COVID-19)
vaccination:

>> NHS - Accept invitation

>> NHS - Decline invitation

A screenshot of the scam email (Source: Twitter)
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Banco de Chile, virus para distraer y luego
robo por 10 Millones de ddlares en la red
SWIFT, 24 de Mayo

Banco de Chile #BancodeChile el 24 de Mayo sufrieron un virus que afecté a mds

de 9000 Pcs distrayendo al personal del Banco en su solucion y en paralelo

robardn aprox. US$10 Millones en la red interna SWIFT. Es uno de los incidentes

mds grandes registrados en nuestra region. Recomiendo estudiar el caso y replicar

medidas del Banco como activacion de su plan de contingencia y ahora mejoras

legales por parte del gobierno entre otras medidas de la superintendencia de QOMUNIO“'Q

Bancos #ciberseguridad
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Cerberus: A New Android 'Banking Malware For Rent' r@ U n 0

Malware
@comunidaddojo

Emerges

By — Swati Khandelwal - 13 Aug, 2019

D
by
\! /?M fl”f"'({’ﬁ ocx7g400qgza3estze

Main
Bots
Bank Logs

: Send USSI
CC Logs

Mail logs
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Denial of Services @ D ﬂo
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Google stops biggest-ever
distributed denial-of-service
cyber attack

The cyber security threats such as distributed denial-of-service (DD0S) are growing exponentially,
disrupting businesses of all sizes globally, leading to outages and loss of user trust

Topics
Google | Cyber Attack | Hacking

IANS | New Delh
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Ataques dirigidos a personas
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http://www.youtube.com/watch?v=gJVHngzKMIs
https://www.youtube.com/watch?v=gJVHngzKMIs
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Pensamiento, Rapido o lento @ 0 ﬂﬂ

Daniel Kahneman. @comunidaddojo

Sistema 1 Sistema 2
@ 1—i
—:: R4pido 24 Lento

| 'Lll <0
@% Inconsciente —/@%\— Consciente

@ Automatico @@ Esforzado

1 |
§$§ Decisiones : év_f’ Decisiones

0 0 cotidianas o complejas
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Cialdini’s
6 Principles of Persuasion

REVISEDEDITION

among the most important books
written in the last ten years.”
Journal of Marketing Research
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Reciprocidad

2

Autoridad

Simpatia
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Escasez

Consistencia
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Ataques Externos Indirectos ( Ciberataques)
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Amazon's Alexa recorded private
conversation and sent it torandom
contact

The company, which has insisted its Echo devices aren't always
recording, has confirmed the audio was sent

ERED

amazon
S

EO60

@comunidaddojo

WUNID,
(o )

SEGURIDAD DE DATOS
OFENSIVA Y DEFENSIVA



Olv] flo

@comunidaddojo

¢, Habra
algo
PEOR...?

UNID,
M %4

DOJO

SEGURIDAD DE DATOS
OFENSIVA Y DEFENSIVA
www.comunidaddojo.org . PANAMA



Ataques Externos — Cadena de Suministros
(Proveedores)
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< BRMUDA CYBER ATTACK: WHY
Z SHOULD BILLIONAIRES BE WORRIED

L

" ABO THE NEW APPLEBY DATA LEAK
“== AND SHOULD | BE AFRAID?

The leak could be like the nd round of the Panama Paper
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SI.....LOS ATAQUES INTERNOS



Insider

Un empleado, contratista o
socio comercial actual o anterior
que tenga o haya autorizado el
acceso a la red, los sistemas o
los datos de la organizacion.
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Amenazas Internas s

Accidentales

e [uga accidental de

Intencionales

® |nterrupcion de servicios
(IT Sabotaje)

informacion, (Correos
® Fraude

. - enviados por error).
® Espionaje ( colocacion de

microfonos) y camaras) e Pérdida de expedientes

® Extraccion de informacion e Pérdida de dispositivos

electronicos
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Medidas Sencillas de proteccion
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%<  Estrategias de
< Mitigacion

Recomendaciones sin
costo o de muy bajo
costo para apoyar el
esquema de defensa
contra las amenazas

"




\ Controles Basicos - The Basics

Educa a tus usuarios, principalmente
a los directivos.
Definir politicas y controles de
seguridad simples y sostenible.
No utilizar usuarios con permisos de
administrador para el uso diario de
su computador.
Cambiar la configuracion por defecto
de equipos.
Gestiona tus sistemas

o Aplicar parches de seguridad

Gestiona tus contrasenas

@060

@comunidaddojo

o Utiliza contrasenas robustas
o Cambia tus contrasenas con

frecuencia

o Considera utilizar un gestor

de contrasenas

o Incluye el doble factor de

autenticacion
Prueba tus controles de
seguridad

UNID,
M %4
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Realiza campanas de phishing

gophi sh Dashboard Campaigns Users & Groups Email Templates Landing Pages Sending Profiles Settings & admin =
Dashboard

Campaigns

Users & Groups Phishing Success Overview

Email Templates

Sending Profiles 0

Dec 2016 Jan 2017 Feb 2017 Mar 2017 Apr 2017 May 2017 Jun 2017
Settings Email Sent Email Opened Clicked Link Submitted Data
User Guide 70% 6% 1%

API Documentation
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¢, Como minimizar los riesgos de amenazas
internas?
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1. Promover una
cultura de valores
compartidos, libre de
humillaciones e
Injusticias



2. Educar y

a2 Sy




3. Poner atencion a las conductas




oL aem— W T, - | S e S S &N -

4. Implementar controles basicos (the basics)

- - ) -



5. Promove
de Privacidad y [
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Escritorios Limpios...no olvidar los
tableros



Impresion

Segura




Triturar
documentos

sensitivos




Presione Ctrl+Alt+Supr para desbloquear este equipo

Administrador tiene una sesion iniciada.

Bloqueo automatico y pantallas de
Seguridad



:
— ‘
.

Restringir y/o monitorear unidades
externas
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g
2FA - MFA EPSP

Security PIN
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y\‘ Seguridad en Casa

Trabajo Remoto
Seguridad Personal

Control Parental
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Control Parental @comunidaddojo

Un alto % de menores

— navegan en Internet sin

Filtrado de Contenido
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Caracteristicas disponibles

e Control Web

e Control de aplicaciones
e Bloqueo de llamadas

e Tiempo de uso

e Geolocalizacion

e Botén de Emergencias

https://securekids.es/caracteristicas/supervision-aplicaciones/

@060

@comunidaddojo

é securekKids


https://securekids.es/caracteristicas/gestion-web/
https://securekids.es/caracteristicas/supervision-aplicaciones/
https://securekids.es/caracteristicas/monitorizacion-llamadas/
https://securekids.es/caracteristicas/programa-descansos/
https://securekids.es/caracteristicas/geolocalizacion/
https://securekids.es/caracteristicas/boton-de-emergencias/
https://securekids.es/caracteristicas/supervision-aplicaciones/
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https://www.qustodio.com @comunidaddojo
(O Media de uso diaria Lul Actividad principal Ver todo
4h 22m m Discord 50.43%
B
@& 2 _
o Zoom Meetings 24.48%
B

Del Septiembre 4 al Septiembre 10

among us.exe 10.92%
=

Microsoft Word 6.82%
'
, e _ . & n Navegar por Portales de Busquedas 4.49%


https://www.qustodio.com/
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Seguridad en Casa - Teletrabajo
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Teletrabajo Seguro ?Pﬁd,c

« Cambiar contraseinas por
defecto.

« Contrasenas Fuertes
 Actualizar el Sistema Operativo

* No usar “ Familias Solis wifi”
como el nombre de su red.
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Fundacién
Comunidad Dojo

para utilizar "Zoom"
de forma segura:

1- Evite compartir el enlace a su reunion de forma
publica.

2- No use una ID de reunion personal; use una ID de
reunion unica y una contrasena de reunion.

3- Deshabilite la opcion "Unirse antes del host".

4- Deshabilite la opcion "Permitir que los participantes
eliminados vuelvan a unirse”

5- Habilite la sala de espera, ya que le permite aprobar a
los asistentes antes de que se unan.

6- Establezca el uso compartido de pantalla en "solo
host" (para evitar que terceros transmitan contenido
x  molesto o inapropiado).

7- Deshabilite la transferencia de archivos (para evitar la
transferencia de archives maliciosos).

Join a Meeting .. 8- Una vez que todos los convocados y confirmados estan
presentes en la reunion, cierre su reunion.




CONCLUSIONES
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Conclusiones

Desarrollar una “Cultura de Gestion de riesgo integral” e incluir
su monitoreo en la agenda de la junta directiva.

Considere incluir un “tech-savvy” con miembro de la junta
directiva o como parte de una junta asesora.

Capacitar, Capacitar. Principalmente a los directivos.

“Do the basics”. Principalmente si es un directivo.




Conclusiones
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Cambiar las contrasenas por defecto de los routers caseros
Utilizar contrasenas robustas
Actualizar sistemas operativos y aplicaciones

Utilizar nombres adecuados en las redes WiFi

@comunidaddojo

WUNID,
o 2

DOJO

SEGURIDAD DE DATOS
OFENSIVA Y DEFENSIVA
www.comunidaddojo.org . PANAMA



dpad | @Dna

@ ///4;\\
@comunidaddojo
¥

3 \NpZ

b
i




CE AO060
‘ FUNDAC ION @comunidaddojo

COMUNIDAD DOJO

Seguridad Defensiva y Ofensiva

MUCHAS GRACIAS POR SU ATENCION
Para consultas y oportunidades de colaboracion
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